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What is IRIS about?

The Challenge

Objectives

As existing and emerging smart cities continue to expand their IoT and AI-enabled platforms, this introduces novel and complex dimensions to the threat
intelligence landscape linked with identifying, responding and sharing data related to attack vectors,
based on emerging IoT and AI technologies whose
architecture and behaviour are not currently well understood by security practitioners, such as CERTs and
CSIRTs.

• To identify the user, technical and business requirements
and design the architecture of an AI threat reporting and
incident response system to support the operations of
CERTs/CSIRTs towards minimizing the impact caused
by cybersecurity and privacy risks in IoT platforms and
AI-provisions.

Vision
IRIS will deliver a framework that support European CERT and CSIRT networks detecting, sharing, responding and recovering from cybersecurity threats
and vulnerabilities of IoT and AI-driven ICT systems,
to minimize the impact of cybersecurity and privacy risks, through a collaborative-first approach and
state-of-the-art technology.
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• To analyse the relevant ethics principles and legal framework on privacy concerns, as well as to understand relevant stakeholders’ behaviour to identify the main legal,
ethics and social enablers for the IRIS solution.
• To design and implement an automated threat analytics
framework capable of detecting and responding to cyber
threats targeting IoT and AI-driven ICT systems, while exhibiting advanced recovery capabilities.
• To develop a collaborative threat intelligence and information sharing toolkit that allows ICT stakeholders and
European CERTs/CSIRTs to create and seamlessly share
context-rich information about cyber threats targeting IoT
and AI-driven ICT systems.
• To design and implement a data protection and accountability module to establish trust and enable the protection
of data necessary for the successful operation of IoT and
AI-enabled ICT systems.
• To design and implement a virtual cyber range platform for
training cybersecurity professionals to fight against adversarial AI and machine learning attack.
• To demonstrate and validate the integrated IRIS platform
across three realistic pilot demonstrators in three smart
cities.
• To ensure wide communication and scientific dissemination of the IRIS results to the research, academic, and
CERT/CSIRT community, efficient exploitation and business planning of the IRIS concepts and solutions to the
market, and contribution of specific project results to relevant standardisation bodies.

