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IRIS Motivation & Vision é(:o
| \

Emerging lIoT and Al technologies, whose architecture and behaviour are not
currently well understood by security practitioners, such as CERTs and CSIRTSs.

The H2020 IRIS project aims to deliver a framework that will support European
CERT and CSIRT networks detecting, sharing, responding and recovering from
cybersecurity threats and vulnerabilities of loT and Al-driven ICT systems, in order
to minimize the impact of cybersecurity and privacy risks.

The IRIS platform will be made available, free of charge, to the European national
CERT and CSIRTs, by the end of the project
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IRIS key objectives ((o

R | \
To identify the user, technical and business requirements and design the
architecture of an Al threat reporting and incident response system to support
the operations of CERTs/CSIRTs towards minimizing the impact caused by
cybersecurity and privacy risks in 10T platforms and Al-provisions, within the
relevant ethics principles and legal framework on privacy concerns.

To develop a collaborative threat intelligence and information sharing toolkit that
allows ICT stakeholders and European CERTs/CSIRTs to create and seamlessly
share context-rich information about cyber threats targeting lIoT and Al-driven ICT
systems.

To design, implement, demonstrate and validate IRIS approach
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IRIS Architecture
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U Collaborative Threat Intelligence (CTI) that introduces Analytics Orchestration for supervising coordination
between incident response and recovery;
+ an Open Threat Intelligence interface for disseminating taxonomies of 10T and Al threats;
** an intuitive Threat Intelligence Companion that serves as a key human-in-the-loop interface for
collaborative incident response and threat intelligence sharing between CERTs/CSIRTs
+» a Data Protection & Accountability (DPA) module
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0 Automated Threat Analytics (ATA) that extends existing intrusion detection tools with a novel threat
detection engine for identifying specific loT and Al attack vectors and includes digital twin honeypots for
collecting attack telemetry against end-user systems reliant on these technologies.

QO Virtual Cyber Range (VCR) for collaborative CERT/CSIRT training exercises based on real-world environment
platforms, providing representative adversarial IoT & Al threat intelligence scenarios and hands-on training.
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Pilot 2. Tallinn City. Autonomous Transportation System ((00
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* Tallinn smart campus's autonomous fransportation infrastructure

Use Case focused on the ATA module

e Attack analysis

 Anomaly detection

* Incident response

* ATA Digital Twin honeypot

e Threat analytics for advanced IoT and Al attacks
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iIRIS
I I &
Involved actors

e Human and non-technical actors:
o Autonomous transportation system
o Smart City Passengers
o Malicious threat actor
e Entities:
o Smart City Transport Provider
o CERTs
e Equipment:
o Digital Twin Honeypot
o Urban Platform
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Pilot 3. Helsinki City. Smart grid System
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Join IRIS Stakeholder Community . «p' .
IRIS

* Insights into challenges and solutions on how to share threat information, how to conduct effective
threat response, how to improve threat reporting to CERTs/CSIRTs

Why joining the IRIS Community?

* Invitation to participate in focus groups and evaluation sessions
-> A Stakeholder and Industrial Workshop coming soon

* Access to the IRIS Community repository, with relevant documentation
Who can join?

e CISOs

e CISO team members

* Your service providers, e.g. SOC Manager

How to join

e Just send an email to with name/email/role of candidates, to iris-community@iris-h2020.eu

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727. This material 10
reflects only the authors’ view and European Commission is not responsible for any use that may be made of the information it contains.



mailto:iris-community@iris-h2020.eu

- -
- -
l 4

[ 4

iris-h2020.eu

m IRIS H2020 Project

D iris_h2020

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727. This material
reflects only the authors’ view and European Commission is not responsible for any use that may be made of the information it contains.



