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Artificial lntelligence Threat Reporting and I ncident Response bystem

Securing the smart city’s loT and control systems against confidentiality & integrity breaches

3rd Party )))

,ifl ((oo Vulnerable Road Users Detection

City: Barcelona

Goal: To increase safety for VRUs using an edge compu-
te-enabled infrastructure and complemented with AR,

5G, Drones,...

Scenario Stress testing

- Incorrect Data could force TRAM to interrupt its
service and/or unexpected risks to VRUs

Possible attacks

- Cabinet break-in

- WiFi hacking

- Denial of Service

- Camera stream hijacking
- SQL Injection

- User impersonation

- Transaction tampering
Datacenter
(Marenostrum)

Securing Al-enabled infrastructure of autonomous transport systems in a smart city

Data Injection

((0. Autonomous Smart Vehicles Malicious V2X/RSU

City: Tallinn

Autonomous Vehicle
Shuttle

Goal: Crash autonomous public transportation
and fool traffic light system

Scenario Stress testing

+ Disrupt ML/AI system through malformed input

: gé Urban Operating
Possible attacks Platform

4G/5G Antenna iIr \/

- False Code Injection N

- Data Injection rdgeand
- Denial of Service (DoS)

- Data alteration (Man-in-the-middle)

- Modification of public infrastructure materials

- GPS spoofing

- Broadcast/transaction tampering

- MAC Flooding

Remote Control
% ‘Station
Effective incident response and threat intelligence collaboration for critical cross-border smart grid threats

Own 3rd Party o -
SE";‘"S Energy Data Block ((00 Pu bllC Smart G rld InfraStru cture
(@) -
) o iy

Residents ,. - . .
vl o City: Helsinki
. Control b7 M
Operations

Goal: Trigger wrong behaviour of the automated
systems on the Smart Grid

Reporting

s i ' Data Block Scenario Stress testing

- Feed incorrect data to provoke unexpected
behaviour

Possible attacks

Managing

Smart GRID syster - Spooting (DHCP/ARP), STP
- - MAC Flooding
- CDP Manipulation
— - Manipulation of register values
g - XSS vulnerabilities on infrastructure

e IL _j\ - Lack of authentication and encryption

System Operator Fooling reeding Ivalid - Modifiation of device circuits

Administrators
Information

Malicious - Reverse engineering

Attacker
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Artificial lntelligence Threat Reporting and 0 ncident Response

RIS Enhanced MeliCERTes ecosysfem

Secure and Trusted Authorities Communication, Collaboration and

Automated Threat Analytics
[ATA) Module

Digital Twin Honeypot
Telemetry & Analytics

L J
Collaborafive Threat
Intelligence [CTI) Module

Dynamic open repositories

of threat & vulnerabilities ——
[NIST loT & Al ontologies & %’q
S/

Information Sharing

Accountability [DPA) Module

Accountability & Audit &
Traceability Observatory

Real-time I I Distributed

Virtual Cyber Range (VCR)

Human-Centric
Collaborative
Training

Immersive Virtual
Environment
platform(s)

Autonomous Al Threat stz — loT and Al Cybersecurity Exercises
Analytics & Detection ¢ Data Ledger =
loT & Al-Provision Risk & Threat Intel Companion Protection & A=y IRIS Lab Pods (ATA, CTI. DPA]
Vulnerability Assessment Collaborative . . EEED"’F”} i'-i"};; .J_" =
. inteligence Sharing Iff' =1 ‘[?Qg,f;’ﬁﬂ'gﬁ] oo Cyber range environment
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@ il Al Service Systems

((00 Advanced Tools, Services
and Network Availability
for CERTs/CSIRTs

((0. An EU industry ready for
Threats and Challenges
In new scenarios: loT, ICS,
Al and other system
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Building a future we can all trust
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Digital Twin Honeypot
smart City Ecosystem

DPA-bosed Datao
Exchange

((o. A more competitive of-

fering of secure products
and services for Europe-

an Stakeholders in the
Digital MarketPlace

CyberEthicsLab.

Responsible Research and Innovation
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