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Project at a Glance
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Call Identifier: 2020-SU-DS-2020 

Topic: SU-DS02-2020 Intelligent security and privacy 

management

EC Funding: 4 918 790.00 EUR

Duration: 36 months (Sept 2021-Aug 2024)

Consortium: 19 partners 

Coordinator: INOV - Instituto de Engenharia de 

Sistemas e Computadores, Inovacão, (INOV), Portugal

Learn More: www. iris-h2020.eu

Join us:      @iris-h2020      

                     IRIS H2020 Project

6 Public organizations
3 SMEs 
4 Large ICT industries
6 Research institutions & Universities

Consortium
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IRIS Motivation 

As existing and emerging SMART CITIES continue to expand their IoT

and AI-enabled systems, novel and complex threats are introduced.

Architecture and behaviour of emerging IoT and AI technologies are

not currently well understood by security practitioners, such as CERTs

and CSIRTs.
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IRIS Vision

The H2020 IRIS project aims to deliver a framework that will support

European CERT and CSIRT networks detecting, sharing, responding and

recovering from cybersecurity threats and vulnerabilities of IoT and

AI-driven systems, in close collaboration with CI Operators.

Complement the existing MeliCERTes open platform and tools.

The IRIS Platform will be made available, in open source software, to

the European national CERT and CSIRTs, by the end of the project.
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IRIS High Level Architecture
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IRIS Architecture – Tool View
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EME – Unified Dashboard & SIEM 
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• AI/IoT CTI event overview, management, response.

• Distinct views for the CI operator and the CERT/CSIRT authority 
operator
✓Aggregated and Detailed view of the detected events

• CTI orchestration information
✓Presenting CTI mitigation/response actions

➢ Including automated response policy 

✓CTI response workflows design
✓Collecting IRIS users’ feedback enabling effective cooperation and collaboration

➢ Capitalizing on standardized CTI tools 

• IRIS generated AI/IoT CTI relevant information structured in a 
standardized format.                     
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EME – CI operator view



This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 
101021727. This material reflects only the authors’ view and European Commission is not responsible for any use that may be made of the 
information it contains.
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EME – CI Operator Attacks view
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EME – CERT/CSIRT authority view
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EME – CERT/CSIRT authority view
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The Project is composed by 3 Pilots

With the goal of

Identifying business requirements

Demonstrating the AI driven threat 
detection

Providing a collaborative european 
threat reporting environment

of the IRIS platform

IRIS Pilots 
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Barcelona

Tallinn

Helsinki
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Barcelona pilot
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Goals and Challenges:

• Ensuring availability of IoT and IA 
infrastructure for the safety of tram users.

• Ensuring confidentiality on the 
communications of the IoT infrastructure

• Lack of experience as well as of tools, for 
detecting and reporting IoT & AI attack 
vectors.

❑ Featuring: AI computer vision system and an IoT infrastructure 
deployed at a Tramway station to avoid potential accidents between 
bicycles and pedestrians getting off the train. 
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Tallinn pilot
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Goals and Challenges:

• Ensuring availability of data and 
the operations of autonomous 
vehicle and supporting 
infrastructure.

• Lack of investigation of cyber 
defence mechanisms that 
facilitate autonomous detection 
and risk-based response for 
privacy breaches.

❑ Featuring: AI-enabled autonomous vehicle shuttles (AV shuttle) that are
monitored by a centralized remote operation centre.
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• Kalasatama: Smart Buildings can participate 
on energy market, since they have a smart 
meter  data interface that provides 
information on consumption of electricity. 
Additionally, they provide load control 
functions that the distribution system 
operator (DSO) can use in situations where 
the production has reached its peak.
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Helsinki pilot
❑ Helsinki City: The use case will make use of an energy distribution

system to connect Helsinki and Tallinn energy infrastructures
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• Effective incident response and threat 
intelligence collaboration for cross-border 
smart grid threats

• Secure customer-facing components:
✓Against threats to control functions defined for the 

demand control

• Secure APIs:
✓Smart Grid API from Kalasatama (district of Helsinki)

✓Smart Grid APIs from the city of Tallinn.
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Goals and Challenges:

Helsinki pilot
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Helsinki pilot: Cyber Range 
This demonstration will be emulated as a cross-border crisis management 
exercise on the Virtual Cyber Range (VCR), with Digital Twins of the target smart 
grid systems, as well as Digital Twin honeypots
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Key takeaways

• Smart Cities => novel, cutting edge AI/IoT-driven technology
• This implies Emerging Threats ! High risks!

• Currently, lack of experience as well as of tools for incident management 
that tackle IoT & AI attack vectors

• IRIS will enhance the capabilities (knowledge, toolset, training) of 
CERTs/CSIRTs and CI Operators, to address these challenges.
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iris-h2020.eu 

IRIS H2020 Project

iris_h2020

Thank you for your attention!

Dr. Sofia Tsekeridou

E-mail: sofia.tsekeridou@netcompany.com 
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