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IRIS Project confidential

• H2020 IRIS Project - A collaborative CERT/CSIRT platform to combat cyber-
threats in IoT and AI-driven systems – now in its 3rd year

• Motivation:

✓As existing and emerging Smart Cities continue to expand their IoT and AI-enabled systems, novel 
and complex threats are introduced. 

✓Architecture and behaviour of emerging IoT and AI technologies are not currently well understood 
by security practitioners, such as CERTs and CSIRTs. 

• Aim:

✓Deliver a framework supporting European CERTs/CSIRTs in close collaboration with CI Operators to 
detect, share, respond and recover from cybersecurity threats and vulnerabilities of IoT and AI-
driven systems.

• Focus is primarily on Cyber Resilience in Transport/Mobility and Energy Sectors
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IRIS in a Nutshell
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IRIS High Level Architecture
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• IRIS capitalizes on well-known cybersecurity standards for 

CTI information representation and sharing, thus 

promoting and guaranteeing interoperability

✓CTI standard data format (STIX v2.1) allowing CTI data to be 

shared in a consistent way across different systems, guaranteeing 

interoperability (cross-domain and cross-sector)

➢ The ability to convert from MISP Objects (MISP standards) to STIX and 

back is also provided

✓CERT/CSIRT authorities and CI Operators can leverage CACAO 

playbooks to establish standardized, scalable, and consistently 

effective incident response procedures for common threats.
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IRIS Adoption of Relevant Standards
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• IRIS targets regulatory compliance and alignment with current Policies/ 

Directives

✓NIS2 Directive: IRIS addresses wider range of CI sectors (OESs), obligation to report 

incidents and manage cybersecurity risks, collaboration among diverse stakeholders 

and information sharing

✓Critical Entities Resilience Directive (CER): IRIS addresses obligation to report incidents 

and define response procedures in case of cyber attacks to AI and IoT relevant 

components of the digital infrastructure of a smart city, to ensure business continuity

✓Cybersecurity Resilience Act (CRA): IRIS adopts DevSecOps, incl. security testing (SAST, 

DAST) to ensure cybersecurity resilience of IRIS platform software 
5

IRIS Compliance to Policies/ Directives
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• MISP threat and malware information sharing platform, led by CIRCL

✓Open-source threat intelligence platform providing effective threat 
intelligence, by sharing indicators of compromise.

➢ collect enriched IRIS generated CTI data such as threats, attacks and vulnerabilities 
that are targeted to IoT and AI-driven ICT systems. 

• MeliCERTes v2 integrated in IRIS Enhanced MeliCERTes Ecosystem, 
supervised by ENISA

✓Cerebrate

✓EME UI

➢ Incorporating IRIS web applications dashboards

➢ Extended to include User Group of CI Operators

✓MISP

✓ INTEL MQ

✓Keycloak

✓Mattermost & Big Blue Button
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IRIS Standardised and Interoperable tools
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• Indicator object:
➢ corresponds to some suspicious or malicious cyber activity detected by Threat Detection

ATA tools of IRIS architecture.

• Vulnerability object:
➢ refers to a weakness or defect identified in the infrastructure by the tools of IRIS

architecture for identifying either network or software vulnerabilities.

• Tool object:
➢ corresponds to the ATA tools of IRIS architecture. More specifically, VDM, BINSEC, Sivi,

NIGHTWATCH, MAI-GUARD.

• Identity object:
➢ represents either to the tool organisation or to the infrastructure entity.

• Infrastructure object:
➢ corresponds to PUC1, PUC2, PUC3 infrastructures

• Attack pattern object:
➢ is used to categorize a potential attack that could be performed taking advantage of some

of the vulnerabilities identified in the infrastructure.

• Observed data object:
➢ corresponds to raw information (e.g. an IP address, URLs, domain names, email addresses,

network activity evidence, files, registry keys, etc.) that has been observed by some of the

ATA tools of IRIS architecture, but without any context.

• Course of action:
➢ corresponds to the proposed mitigation response actions of IRIS – CACAO formatted
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IRIS – STIX v2.1 data model for Incident Report

STIX v2.1 Data model of IRIS incident report 
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• CACAO – Collaborative Automated Course of Action Operations playbook

✓ To defend against cyber threats, organizations must manually 
identify, create, and document the prevention, mitigation, and 
remediation steps that, together, form a course of action playbook. 
This is performed with CACAO in a standardized way to document and 
share these playbooks across organizational boundaries and 
technology solutions.

✓ It is a workflow for security orchestration and automation
represented in JSON that contains a set of steps to perform based on a
logical process, like how Business Process Model and Notation (BPMN)
defines a playbook for business processes.

✓ A CACAO playbook comprises of:

➢ Metadata

➢ workflow steps that integrate logic to control the commands to be
performed, targets that receive, process, and execute commands, data
markings that specify the playbook’s handling and sharing requirements,
and extensions that allow to granularly introduce additional functionality
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IRIS – STIX/CACAO playbooks
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IRIS – STIX/CACAO data 
model example
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Key objectives: Extend MeliCERTes v2 open-source platform incorporating IRIS CTI developments to enable:

• Secure and efficient security information representation in standardized formats (STIX v2.1 / CACAO / MISP) →
interoperability within and across IRIS Platform 

• Secure disclosable AI-relevant & IoT-relevant CTI information sharing

✓ Promote wider awareness, better preparation, detection and response capabilities

✓ Define sharing policies and communities of trust

✓ Securely communicate and collaborate within and across CERT/CSIRT authorities and CI Operators

• Secure storage and augmentation of the AI and IoT focused cybersecurity knowledge base at a European level

• Provision of advanced and unified dashboard for incident reporting, situational awareness, response actions 
configuration and recommendation (EME UI)

• Offering Authentication and Authorization AAA services 

✓ OATH2, SAML, PKI etc.

✓ CTI log auditing (via DPA)

• Distributed architecture – ecosystem

✓ Instances deployed at stakeholders’ premises (CI Operators & CERTs/CSIRTS authorities)
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IRIS-enhanced MeliCERTes Ecosystem for 
NIS2 and CER Directives Compliance
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IRIS-enhanced MeliCERTes Ecosystem for 
NIS2 and CER Directives Compliance
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• IRIS adopts a DevSecOps approach in all phases of software 
system design, development, integration, testing and operation

• A CI/CD environment and respective tools have been setup to 
support developer teams to security harden their software while 
in development/increase their resilience/minimize their 
vulnerabilities

• Security-by-design has been followed during architecture 
specification

• Security testing, both SAST and DAST, are part of the software 
security testing activities
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IRIS-enhanced MeliCERTes Ecosystem for 
CRA Compliance
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IRIS – A snapshot to IRIS EME Secure Sharing, 
Collaboration, Incident Reporting and Response
• EME Unified Dashboard (UI) & SIEM

✓Integrates all the IRIS provided visual environments, safeguarding the coherence of the 
IRIS platform towards its users.

✓Customized views per target User and incident reporting capabilities

➢CI Operator view

➢CERT/CSIRT cybersecurity operator view

✓CTI information and report details

✓CTI response (mitigation) actions and associated workflows

✓Automated response actions policy management

✓Access control and access rights to shared data based on 

➢ The type of user/operator 

➢ The type of service/infrastructure they provide

➢ The sensitivity of the information to be shared / communicated
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IRIS-EME Cerebrate for Trust Communities

• Cerebrate is an open-source platform developed in the framework of MeliCERTes 
v2.0 
✓Acts as a trusted contact information provider and interconnection orchestrator for other 

security tools

• Features
✓Advanced repository to manage individuals and organisations

➢Management of individuals and their affiliations to each organisation

➢ Sharing groups as Trust Circles

➢ Dynamic model for creating new organisational structures (FIRST.org, EU CSIRTs)

✓Distributed synchronisation model

✓Key store for public encryption and signing cryptographic keys
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https://github.com/cerebrate-project
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MeliCERTes v2 – Cerebrate 
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EME – CI operator view
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EME – CI operator view
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EME – Automated response Policy management
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EME – CI Operator Attacks view
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• IRIS Enhanced MeliCERTes Ecosystem follows a distributed architecture schema

• IRIS detected CTI Data are shared among the IRIS stakeholders 

✓ CI Operators

✓ CERTs/CSIRTs cybersecurity authorities

➢ Regional

➢ National

➢ Pan-European level 

EME – CIs & CERTs/CSIRTs coordination and collaboration

CACAO
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EME – CERT/CSIRT authority view
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EME – CERT/CSIRT authority view
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Potential Contributions & Support Needed

• Towards Standards
✓ Interaction support with the relevant Standardization Bodies in an easy and fast pacing manner

✓Feedback provision on description needs potentially not currently covered by adopted standards

✓Extend current standardized data models and link them to relevant standards for physical security of 
a CI and for hybrid, cyber-physical threats and attacks

• Towards Policies and Regulations
✓Provide insights on the approach chosen to meet fundamental requirements from the policy and 

legal landscape

✓Support to easily approach and interact with the target community (CERTs/CSIRTs, CI Operators, etc.) 
on a frequent basis in order to:

➢present results 

➢ gather needs

➢ contribute and give applied tangible feedback as to feasibility/applicability within and across sectors

➢ share knowledge – lessons learnt

➢develop acceptable and usable approaches and technologies
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