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Pilot Use Cases

Securing the smart city’s loT and control
s systems against confidentiality &
integrity breaches

Focus: Securing the loT and control
system infrastructure deployed in
a tramway station against confi-
dentiality and integrity breaches

Pilot yse Case #1 ~

in

e

=
L

~ Securing Al-enabled infrastructure of
4 autonomous transport systems in a smart
city

Focus: Protection of the Al-enabled infra-
structure of the autonomous transport sys-
tem (AV shuttle and the Remote Operation
Centre] available in Tallinn against poten-
tial orchestrated attacks.

Pilot Use Case #2

Place: Tallinn, Estonia
Expected outcomes:

e Minimization of the impact of the attack by
identifying the threat, self-recovering from it and
sharing the corresponding intelligence with other
related system operators and platforms

¢ Assisting system operators to identify if specially crafted data,
designed to confuse Al-based decision making, (e.g., spoofed/
fuzzed) are received from onboard vehicle sensors, or injected di-
rectly to APIs

End Users: CERTs/CSIRTs, Cl security operators

Effective incident response and threat
intelligence collaboration for critical cross-
border smart grid threats

Focus: Education of ERTs/CSIRTs on ef-
fective incident response and threat intel-

llg nce collaboration in cross-border cy-
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Pilot Use Case #3
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