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This project has received 
funding from the European 
Union’s Horizon 2020 
research and innovation 
programme under grant 
agreement no 101021727.

IRIS project 
aims to deliver 
a framework 
that will support 
European CERT 
and CSIRT 
networks 
detecting, 
sharing, 
responding and 
recovering from 
cybersecurity 
threats and 
vulnerabilities of 
IoT and AI-driven 
systems.
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Project Facts
Duration: 36 months 
(September 2021- 
August 2024)
EU funding: 4 918 790.00

Pilots: 
#1 Barcelona, Spain 
#2 Tallinn, Estonia 
#3 Helsinki, Finland and 
Tallinn, Estonia

Project Coordinator:  
INOV - Instituto de 
Engenharia de Sistemas e 
Computadores, Inovacão, 
Portugal

Consortium

Pilot Use Cases
Securing the smart city’s IoT and control systems against 

confidentiality & integrity breaches
Focus: Securing the IoT and control system infrastructure 

deployed in a tramway station against confidentiality and 
integrity breaches.  
Place: Barcelona, Spain
Expected outcomes:
• Safer environment where tramways, pedestrians and 
bikes may coexist safely

• Less safety issues and accidents stemming from man-
made cyber-attacks

End Users: CERTs/CSIRTs, transport operators

 Effective incident response and threat intelligence 
collaboration for critical cross-border smart grid threats

Focus: Education of CERTs/CSIRTs on effective incident re-
sponse and threat intelligence collaboration in cross-bor-
der cyber-attacks.
Place: Tallinn, Estonia and Helsinki, Finland  
Expected outcomes:
• Safer services and more protected components of the 
smart grid to the building residents 

• Better decision-making for the energy operators
• Secure energy infrastructure

End Users: CERTs/CSIRTs, Energy infrastructure stakeholders

Securing AI-enabled infrastructure of autonomous transport 
systems in a smart city

Focus: Protection of the AI-enabled infrastructure of the au-
tonomous transport system (AV shuttle and the Remote Op-
eration Centre) available in Tallinn against potential orches-
trated attacks.
Place: Tallinn, Estonia
Expected outcomes:
• Minimization of the impact of the attack by identifying the 

threat, self-recovering from it and sharing the corresponding 
intelligence with other related system operators and platforms

• Assisting system operators to identify if specially crafted data, 
designed to confuse AI-based decision making, (e.g., spoofed/fuzzed) 

are received from onboard vehicle sensors, or injected directly to APIs
      End Users: CERTs/CSIRTs, CI security operators
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https://twitter.com/iris_h2020
https://www.linkedin.com/company/iris-h2020-project/?viewAsMember=true
https://www.youtube.com/channel/UCfrF-Fvu1JFa8FXC7byDDBA
https://mastodon.social/@IRIS_H2020
http://www.iris-h2020.eu/

