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. i
IRIS in @ Nutshell ((0
i 1 ¢
IRIS
« H2020 IRIS Project - A collaborative CERT/CSIRT platform to combat cyber-
threats in loT and Al-driven systems - now in its 3" year

 Motivation:

v’ As existing and emerging Smart Cities continue to expand their 1oT and Al-enabled systems, novel
and complex threats are introduced.

v’ Architecture and behaviour of emerging loT and Al technologies are not currently well understood
by security practitioners, such as CERTs and CSIRTSs.

* Aim:
v’ Deliver a framework supporting European CERTs/CSIRTs in close collaboration with Cl Operators to

detect, share, respond and recover from cybersecurity threats and vulnerabilities of IoT and Al-
driven systems.

 Focus iIs primarily on Cyber Resilience in Transport/Mobility and Energy Sectors
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IRIS Innovations in CTI . ((,0. .
IRIS

Semi-automated and interoperable CTIl workflows management and integration with
ATA tools

Automated and timely CTI and cyber incidents information collection

Dynamic CTI Information enrichment

Semi-automated, secure and timely CTI and Incidents Information Sharing and
Reporting among Need to Know Stakeholders (OES and CERTs/CSIRTS)

Enhanced and Timely Cyber Awareness and Collaboration among Need to Know
Stakeholders (OES and CERTs/CSIRTs) to manage a threat

Closing the loop: Semi-automating response policies execution and acknowledgement
of detected vulnerabilities and threats

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727. 4
This material reflects only the authors’ view and European Commission is not responsible for any use that may be made of the information it contains.

IRIS Project confidential



. i
IRIS Adoption of Relevant Standards ((0
IRIS
L _ i Y
* |IRIS capitalizes on well-known cybersecurity standards for
CTI information representation and sharing, thus
promoting and guaranteeing interoperability

v'CTI standard data format (STIX v2.1) allowing CTI data to be STIx
shared in a consistent way across different systems, guaranteeing

interoperability (cross-domain and cross-sector) |

» The ability to convert from MISP Objects (MISP standards) to STIX and Q OAS I S O P E N

back is also provided

v'CERT/CSIRT authorities and Cl Operators can leverage CACAO
playbooks to establish standardized, scalable, and consistently
effective incident response procedures for common threats.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727. 5

- This material reflects only the authors’ view and European Commission is not responsible for any use that may be made of the information it contains. ) ) )
IRIS Project confidential



IRIS- Identification of the Problem toward |
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IRIS supports Security Orchestration (

Automation and Response (SOAR) service y - 1 ¢
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Advanced Threat Intelligence Orchestrator ( !
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Terminology of Workflow execution through ( !
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IRIS — STIX v2.1 data model for Incident Report ((0

* Indicator object: I Rl

» corresponds to some suspicious or malicious cyber activity detected by Threat Detection
ATA tools of IRIS architecture.
* Vulnerability object:
S~
> refers to a weakness or defect identified in the infrastructure by the tools of IRIS ()))’1& _—
architecture for identifying either network or software vulnerabilities.
* Tool object: fJ
» corresponds to the ATA tools of IRIS architecture. More specifically, VDM, BINSEC, Sivi,
NIGHTWATCH, MAI-GUARD.

* Identity object: |

Refets-to

Created-by

Created-by

> represents either to the tool organisation or to the infrastructure entity.

* Infrastructure object:
» corresponds to PUC1, PUC2, PUC3 infrastructures

* Attack pattern object: '
» is used to categorize a potential attack that could be performed taking advantage of some
of the vulnerabilities identified in the infrastructure.

* Observed data object:

» corresponds to raw information (e.g. an IP address, URLs, domain names, email addresses, \ OAS ' S O '_') E N
network activity evidence, files, registry keys, etc.) that has been observed by some of the \

STIX

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 1010z1/2/. -
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STIX v2.1 Data model of IRIS incident report

ATA tools of IRIS architecture, but without any context.

* Course of action:
> corresponds to the proposed mitigation response actions of IRIS — CACAO formatted
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IRIS — STIX/CACAO playbooks
/ playbooks 3 oAsISOPEN

A
7

 CACAO - Collaborative Automated Course of Action Operations playbook

[ CACAO Playbook

v'To defend against cyber threats, organizations must manually | ———
identify, create, and document the prevention, mitigation, and | \ )
remediation steps that, together, form a course of action playbook. | [ et
This is performed with CACAO in a standardized way to document and
share these playbooks across organizational boundaries and ‘ )
technology solutions. (Targets either embedded or via reference

( Steps (control logic)

—
Commands

o J

/ . . . .
It is a workflow for security orchestration and automation e r—

represented in JSON that contains a set of steps to perform based on a |\ ) |
logical process, like how Business Process Model and Notation (BPMN) | * ’
defines a playbook for business processes. e )
v A CACAO playbook comprises of: | Data Markings )
» Metadata :Em,,sk,,,s J

. A

» workflow steps that integrate logic to control the commands to be
performed, targets that receive, process, and execute commands, data
markings that specify the playbook’s handling and sharing requirements

and extensions that allow to granularly introduce additional functionality
This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727.
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Architecture and components of a CACAQ security playbook
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IRIS — STIX/CACAO data
model example
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The role of CTl in the IRIS project - CERTH ((0' i
IRIS

Cyber Threat Intelligence (CTIl) generated from
v" Indicator of Compromise (loC) and
v’ Tactics, Techniques and Procedures (TTPs)

* Mitigate the damages caused by attackers

e CTl appears in formats that do not directly provide defence advantages, and more steps are
needed to gain all its benefits

* The CTI module allows ICT stakeholders and European CERTs/CSIRTs to create and seamlessly
orchestrate and share context-rich information about cyber threats targeting loT and Al-driven
ICT systems

e CTlis complemented by an interoperability layer that allows integration with the smart city’s loT-
and Al-enabled infrastructures.

* CTlI module aims to collect, share and report threat intelligence to CERTs/CSIRTs SoC teams etc.,
while building dynamic taxonomies for IoT and Al-related attacks to be used as a basis for
building cybersecurity incident response systems.

- This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727.
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The role of CTl in the IRIS project

e CTI Collection
e Information Extraction
¢ Taxonomy generation
e Update existing MISP taxonomy
e Development of merged ontology
e Merging with existing ontologies

H * * Relation
e Updated existing ontologies Extraction
Information
5 A
Information Development Merged Merging wi Updated
Extraction 2 —» of merged ontm% existing existing
g ontology Y ontologies ontologies
= . Updating
Information eﬂf-shgg
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Taxonomy generation

| |
Develop a common lexicon with the end goal of setting standards and best practices for managing l R l Ny
the cybersecurity of ICT systems against attackers

Admin

.

List Taxonomies
CERTH Taxonomy Library

Delete Taxonomy

Update Taxenomies

D 161
Namespace certh
Description This is a custom CERTH Taxonomy
Version 29
Enabled x
Highlighted x
Action Enable taxonomy
Taxonomy Tags [£

Al Enabled Disabled

Name

certh:Attack_pattern="CAPEC-108"
certh:Attack_pattern="CAPEC-112"
certh.Attack_pattern="CAPEC-145"

certh:Attack_pattern="CAPEC-147"

certh:Attack_pattern="CAPEC-15"

certh:Attack_pattern="CAPEC-192"

certh:Attack_pattern="CAPEC-197"

certh:Attack_pattern="CAPEC-20"

certh.Attack_pattern="CAPEC-43"

certh:Attack_pattern="CAPEC-463"
certh.Attack_pattern="CAPEC-485"

certh:Attack_pattern="CAPEC-492"

5

6

7

next » last »

Expanded

Aftack_pattern: CAPEC-108
Attack_pattern: CAPEC-112
Aftack_pattern: CAPEC-145
Attack_pattern. CAPEC-147
Attack_pattern: CAPEC-15
Aftack_pattern: CAPEC-192
Attack_pattern: CAPEC-197
Attack_pattern: CAPEC-20
Aftack_pattern: CAPEC-43
Aftack_pattern: CAPEC-463
Aftack_pattern. CAPEC-485

Attack_pattern. CAPEC-492

Numerical Value

# Events

# Attributes  Tag

0

0

o

LA

Enabled

X X X X X X X X

x
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List of taxonomies in MISP

Update Taxonomies Taxo nomies

1 2 3 next» fast »

Al Enabled Disabled

Dz Namespace Description Version Enabled Required Highlighted ~ Active Tags Actions

163 exercise Exercise is a taxonomy to describe i the information is part of one or more cyber or crisis exercise. " x | O 0/26 PR
162 course-of-action A Course Of Action analysis considers six potential courses of action for the development of a cyber security capability. 3 x O ] 0/8 rE@
161 certh This is a custom CERTH Taxonomy 29 v & (] 1572 / 1598 (enable all) ie
160 tio The Traffic Light Pretocol (TLP) (v2.0) was created to facilitate greater sharing of potentially sensitive information and more efiective collaboration. 10 x O (] 0/2 | 3 £

Information sharing happens from an information source, towards one or more recipients. TLP is a set of four standard labels (a fifth label is
included in amber to limit the diffusion) used to indicate the sharing boundaries to be applied by the recipients. Only labels listed in this standard
are considered valid by FIRST. This taxonomy includes additional labels for backward cempatibility which are no more validated by FIRST SIG.

158 srbeert SRB-CERT Taxonomy - Schemes of Classification in Incident Response and Detection 3 x ] O 0/40 rE@
158 PAP The Permissible Actions Protacol - or short: PAP - was designed to indicate how the received information can be used 3 x O (] 0/5 PR
157 runtime-packer Runtime or software packer used to combine compressed or encrypted data with the decompression or decryption code. This code can add 2 x B (] 0/73 | 3 £l
additional sbfuscations mechanisms including polymorphic-packer or other obfuscation technigues. This taxonomy lists all the known or official
packer used for legiimate use or for packing malicious binaries.
156 doping-substances This taxonomy aims fo list doping substances 2 x O 0 0/310 PEe
155 circl CIRCL Taxonomy - Schemes of Classification in Incident Response and Detection 27 v O O 75(75 [ | £l
154 workflow Workflow support language is a common language to suppert intelligence analysts to perform their analysis on data and information. 12 x O (] 0/28 [ 3 o)
152 misp-workfiow MISP workfiow taxonomy to support resuit of workTiow execution 3 x O ] 0/ | 3 fcl
151 crowdsec Crowdsec IP address classifications and behaviors taxonomy. 1 x M (] 0/54 PR
150 informatien-origin Taxonomy for tagging information by its origin° human-generated or Al-generated 2 x i 0 0/3 PEe
149 dark-web Criminal motivation and content detection the dark web: A categorisation model for law it. ref: Janis Dalins, Campbell Wilson, Mark 5 x O (] 0/84 PR
Carman. Taxonomy updated by MISP Project and extended by the JRC (Joint Research Centre] of the European Commission.
148 CERT-XLM CERT-XLM Security Incident Classification. 4 v 1] (] 3838 [ 1 gl
146 threatmatch The ThreatMaich Sectors, Incident types, Malware types and Alert types are applicable for any ThreatMatch instances and should be used for all 25 v O O 156 /156 | 1 gl
CliSI and TIBER Projecis.
144 vocabulaire-os il i Ce vocabulaire attribue des valeurs en pourcentage a certains énoncés de probabilité 3 x O O 0/5 [ 3 o)
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MISP update

m CERT-XLM Taxonomy Library
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CERT-XLM 2vallabity="a00s

ian

CERTAM

malicious-codes

XL maiicious-code= Toatict
CERT-XLM malicious-code= s pyware-rar
CERT-XLU malicious-code=Troan-matwars”

I CERT-XLM malicious-code="virus"

CERT

CERT

Page 1 of 1, showing 1 records oul of 18 lolal, staring on record 1, ending 64 38

Abusive Co
ABuSiG Content: I SaxuaiVIcienca

Y DOOS

Malicous Code: Ransomware
Mabcous Code: Rootit
Malkcous Codw: Spywaraat
Makcous Code: TroanMahvare

Malkious Code: Virus

Malicious Code: Worm

Mumerical Value ¥ Events

CERT-XLM:abusive-content="harmful-speech"

CERT-XLM:abusive-content="spam"

CERT-XLM:abusive-content="violence"

=

o Aliibutes Tog Enabled  Actions

CERT-XLM avaadibityz 905"
CERT LM avaiabiily=" oiA3ge
CERT-XLM avaiiabiiily='saboiage’

CERTXLM contormity="other.conformity

— [CERT-XLM:vulnerable="vuinerabilty"

CERT-XLM:vulnerable="vulnerable-service™

o ¢l <] < lele s% sk 2]t

CERI . XLM:maicious. code-"sgyware far

CERT-XLM:malicious. code~"worm

CERT XLM-ollver=-"0lher™
-

CERT XLM:mal ode-“Tropn malware”
CERT-XLM:malicious. code="virus™

L4 <Zm
CFRTXI Movulnerable—vulnerable-service™

<
A
[+
-

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727.
This material reflects only the authors’ view and European Commission is not responsible for any use that may be made of the information it contains.

IRIS Project confidential

18



Ontology visualization environment
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Ontology generation
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Ontologies’ update
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IRIS-enhanced MeliCERTes Ecosystem -

mellcertes

I N | IQA This project has been co-funded by “Connecting Europe Facility ~ Cybersecurity Digital Service

and { Core Service Platform Cooperation Mechaniam for
CSIRTs - MeliCERTes Facility” (SMART 2018/1024) and CIRCL Computer Incident Response
Center Luxembourg,

Key objectives: Extend MeliCERTes v2 open-source platform incorporating IRIS CTI developments to enable:

Secure and efficient security information representation in standardized formats (STIX v2.1 / CACAO / MISP) >
interoperability within and across IRIS Platform

Secure disclosable Al- & loT-relevant CTl information sharing and collaboration among need to know n

stakeholders | . . . Mlsp

v' Promote wider awareness, better preparation, detection and response capabilities Threat Sharing
v' Define sharing policies and communities of trust

v’ Securely communicate and collaborate within and across CERT/CSIRT authorities and Cl Operators

Provision of advanced and unified dashboard for incident reporting, situational awareness, response actions
configuration and recommendation (EME Ul)

Offering Authentication and Authorization AAA services

Distributed architecture — ecosystem

v’ Instances deployed at stakeholders’ premises (Cl Operators/OESs & CERTs/CSIRTs authorities)

- This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727. 22
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iRIS
European Country 1 : European Country 2 I l S

Energy Cl
Operator 2

Energy CI STIX/CACAO Energy ISAC STIX/CACAQ

IRIS EME
Instance IRIS ATA-EME

Instance

Operator 2

IRIS ATA-EME
Instance

sTiX/¢ACAO

STIX/CACAO STIX/CACAQ

| IRIS-enhanced MeliCERTes Ecosystem

. Energy Cl National CSIRT Regional
Energy CI Nati Regional : ational C
STIX/CACAO ational CSIRT g Operator 1 Authorit CERT
Operator 1 Authority CERT ! IRISF,)ATA i PR e
IRIS ATA-EME IRIS EME STIX/CACAO MISP - Instance Instance Instance

Instance Instance to MISP Instance

STIX/CACAO
to MISP

STIX/CACAO
CSIRTs to MISP
Network

STIX/CACA
to MISP

Energy CSIRT

MeliCERTes
v2 Instance

Energy CSIRT
MeliCERTes MISP

v2 Instance Instance
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IRIS-enhanced MeliCERTes Ecosystem ((0'

I 1 ¢N
e EME Unified Dashboard (Ul) & SIEM [ R [ \S

v'Integrates all the IRIS provided visual environments, safeguarding the coherence of the
IRIS platform towards its users.

v’ Customized views per target User and incident reporting capabilities
» Cl Operator view
» CERT/CSIRT cybersecurity operator view
v’ CTl information and report details
v'CTl response (mitigation) actions and associated workflows
v’ Automated response actions policy management
v’ Access control and access rights to shared data based on
» The type of user/operator
» The type of service/infrastructure they provide

» The sensitivity of the information to be shared / communicated

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727. 24
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IRIS-EME Cerebrate for Trust Communities ((0'
oo #0g X 1 1 ¢S
ws-melicertes ¢ RIS

e Cerebrate is an open-source platform developed in the framework of MeliCERTes
v2.0

v’ Acts as a trusted contact information provider and interconnection orchestrator for other
security tools

* Features
v Advanced repository to manage individuals and organisations
» Management of individuals and their affiliations to each organisation
» Sharing groups as Trust Circles
» Dynamic model for creating new organisational structures (FIRST.org, EU CSIRTs)
v Distributed synchronisation model
v’ Key store for public encryption and signing cryptographic keys

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727. 25
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operator view

[ |
"IJ. RIS B E | Hi Admin e|
Threats in the last 24 hours Threats last week Threat types percentages per month
] 100 q
. s
g
&0
i 3
: 40
F -
Fi
5 b
0
4 = @5LSTLS @ Trojan Gapz @ S5H Brute lorce
03 Jan 05 Jan 07 Jan @ APR Spooling @ Trojan 2usy
070500 07:25:00 07:45:00 @ Atacks @ Vulnerabilities
D 1 Description: Q Enter keywords (e.g. malicious activity) Start date: dd/mm/yyyy O End date: dd/mm/yyyy O
1D J Threat type X Threat description Risk X  Detected on X Status X Actions
x 537 Altack Suspicious Anomalous Activit .. More 24% 01-08-2024 10:18 cer pending !]
b 536 Vulnerability Suspicious Unknown Connectio ... More 13% 01-08-2024 09:35 cer pending -
C P4 535 Attack Susplcious Unknown Traffict .. More 64% 01-08-2024 08:52 cer pending -
4 534 Attack Suspicious Unknown Activity . More 16% 01-08-2024 08:09 cer pending ]}
N 533 Vulnerability Suspicious Anomalous Activit . More 66% 01-08-2024 07:26 cet pending L]
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EME — Cl operator view

] R 1
((0' iRIS
x Threats
.H1|_ Policy Threats in the last 24 hours Threats last week Threat types percentages per month
01 Mar 13:03:00
-3 Sharing iy e . 2 8 @
- Threats in the last 24 hours: 84 [ = a0 .
M misP H
[ @ 400
= B0 =
‘{‘ Ontology Visualization E B
= Y 320
+ 40 | .
")
Scanning 8 240
b4 " H i
160
o v " - ¢ -
m Gl 060 GE00.  0En . U8LEh grha:  Waaen  tama @SLSMLS @ Trojan Gapz @ SSH Brute force @ APR Spoofing @ Trojan Zusy
16:00 19:00 22-:00 01:00 04:00 0700 @ Attacks @ Vulnerabilifies
Description: Q. Enie Start date: dd/mm/yyyy 0O Enddate: dd/mm/yyyy 0O
D Threat type % Threat description Risk X Detected on X status X Actions
~ 2630 Attack Suspicious Anomalous Traffic ... More 33% 03-01-2024 16:46 cer approved ||
N 2629 Vulnerability Suspicious Unknown Connectio ... More 26% 03-01-2024 16:45 cer pending ]
N 2628 Attack Suspicious Anomalous Connect __ More 3% 03-01-2024 16:45 cet pending ]
;- 2627 Aftack Suspicious Anomalous Connect ... More 20% 03-01-2024 16:44 cer pending L]
N 2626 Vulnerability Suspicious Unusual Activity .. More 80% 03-01-2024 16:43 cer pending |
N 2625 Attack Suspicious Unusual Connectio .. More 52% 03-01-2024 16:43 ceT pending ]
P 2624 Vulnerability Suspicious Anomalous Traffic ... More 58% 03-01-2024 16:42 cer pending =y
~ 2623 Attack Suspicious Unusual Traffic t .. More 72% 03-01-2024 16:41 cer pending ||
N 2622 Attack Suspicious Unknown Activity ... More 41% 03-01-2024 16:40 ce7 approved ]
~ 2621 Attack Suspicious Unusual Connectio . More 80% 03-01-2024 16:40 cer pending ||
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EME — Automated response Policy management

(7) Dashboard

x Threats
o oliey
s Sharing
M wisp
Qj Scanning
i§3 Settings
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Automated Response Policies

Block service Blocking the affected service could involve actions such as disabling the service or its associated processes, madifying firewall rules to restrict inbound or
outbound traffic related to the service, or implementing access control measures to prevent unauthorized access to the service.  [X] close clarification

Contain

Block service®
Isolate@

Shutdown®

off @m On

Harden

Install pathches®
Disable services®

Implement access control:®

off @m On

Recover

Restore®

Reconfigure®

off @m On
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EME — Vulnerability Scanning

(¢)  Dashboard ((oi i Ri S

x Threats

Vulnerability scanning of an asset
-i-ﬂ. Policy
a2 Sharing 127.0.0.1

Device Ip Address:

M wmisp
Qf Scanning
@3 Settings
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EME — CI Operator Attacks view

@ o (iris

A == ) Y

X o

" Threats

Type
Attacks Vulnerabilities

Tit Policy

A% Sharing

01-08-2024 10:18

Hi Admin e l \
.&

Suspicious Anomalous Activity to Internal host -_l

Summary: 192.178.167.217 was observed making suspicious connections over Unknown to Internet
host 192.11.115.118. This behavior may indicate a security compromise or use of new unexpected /

M misp
Status
il
¥ Y Pending Approved
£ settings Declined
Risk

69% - 100%

9

Asset Criticality: g PY

From: dd/mmfyyyy 0O

unti:  dd/mmiyyyy O

Attack
non-compliant software on 192.178.157.217 after initial system baseline.
Source: Nightwatch Risk: MISP: Data Model: STIX/CACAO v2.1
Asset Criticality: 5 Device: Linux Workstation Device IP: 192.178.157.217
Proposed
P Action 1: Shutdown Host  Impact: Medium  Impacted actor: 192.178.157.217 m
Responses

01-08-2024 09:35

Suspicious Unknown Connection to External host -_l

Summary: 192,62.76.228 was observed making suspicious beaconing over Unrecognized to Internet
host 192.28.206.192. This behavior may indicate an unauthorized compramise or use of new

q Description keywords

Vulnerability . i
unexpected | non-compliant software on 192,62.76.228 afler Initial system baseline.
Source: Nightwaich Risk: misp: [  Data Model: STIXICACAO v2.1
Asset Criticality: 5 Device: Linux Workstation Device IP: 192.62.76.228
Proposed Action 1: Isolate Hos! Impact: Medium Impacted actor: 192 62.76.228
Responses Action 2: Block Host Service Impact: Low Impacted actor: 192.62.76.228 m

This material reflects only the authors’ view and European Commission is not responsible for any use that may be made of the information it contains.

- This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement no 101021727.

IRIS Project confidential



EME — Cl Operator Attacks view
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Dashboard

Policy

Sharing

MISP

Scanning

Settings

©iris

Threats

Type
Attacks Vulnerabilities

Hi Admin e A

Status
Pending Approved
Declined
Risk
0-33% 349 B89N 69% - 100%

¢

Asset Criticality: *—— o

From: dd/mm/yyyy 0

Until: dd/mm/yyyy 0O

Q Description keywords

<\
12-13-2023 10:07 Suspicious Unknown Activity to External host ]|
Summary: 192.221.123.146 was observed making anomalous beaconing over Unknown to Internet
Ritack host 192.136.136.50. This behavior may indicate a potenlially malicious intrusion or use of new
unexpected / non-compliant software on 192.221.123.146 after initial system baseline.
Source: Nightwatch Risk: MisP: [ Data Model: STIX/CACAQ v2.1
Asset Criticality: 5 Device: Kali Device IP: 192.221.123.146
= —— Action 1: Block Host Service Impact: Low Impacted actor: 192.221.123.146
R P Action 2: Shutdown Host Impact: High Impacted actor: 192.221.123.146 PROVEL
esponses :
P Action 3: Shutdown Host Impact: High Impacted actor: 192.221.123.146
12-13-2023 10:07 Suspicious Unusual Traffic to External host =y
Summary: 192.15.104.29 was observed making abnormal connections over Unrecognized to Internet
ke host 182.151.1.111. This behavior may indicate a security breach or use of new unexpected / non-
C
compliant software on 192.15.104.29 after initial system baseline.
Source: Nightwatch Risk: [EEI8] misp: [[[J)  Data Model: STIX/CACAO v2.1
Asset Criticality: 1 Device: Kali Device IP: 192.15.104.29
P a Action 1: Shutdown Host Impact: Low Impacted actor: 192.15.104.29
ropose
R ¥ Action 2: Block Hosl Service Impact: Low Impacted actor: 192.15.104.29 APF
esponses
B Action 3: Block Host Service Impact: High Impacted actor: 192.15.104.29
12-13-2023 10:07 Suspicious Anomalous Traffic to Internal host -y
Summary: 192.164.134.28 was observed making suspicious beaconing over Unrecognized to
Afiack External host 192.87.221.188. This behavior may indicate a potentially malicious compromise or use

of new unexpected / non-compliant software on 192.164.134.28 after initial system baseline.
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EME — CERT/CSIRT authority view ~\\WW

(%) Dashboard ((o| IrRIS Hi Admin e

8% Sharing
o wmise Map  Satellite
@ Settings
©2023 GQnBlll"erEIEKG (©2009), Google, Inst. Geogr. Nacional, Mapa GlSrael Terms of Use
~ Threats last 24 hours - 22 May | - Threats per month i ~ Threat types percentages per month
150 . 8.7%,
: \
120 £ 150 . . . . .
g \ \
i 0 é 100 o . s
B o 2 .
- 50 /o\\ > L
0 = LI ° \'\0/ \z"('l“'.
0 ._.,. . L] L .
SITLS Trojan Gi H Brute f APR fi
0 02 May 05 May 08 May 11 May 14 May 17 May 20 May st @ Trojan ap: Tz‘SS foforce @ Spoofing
jan Zusy
06:00 08:00 10:00 12:00 14:00 @ Attacks @ Vulnerabilities
11113 P1UJELL 1TIAD 1ELEIVEU TUTIUIIE 1TUI LIE CUIUpPEdI VLIV D TMNULILZULL £2UZVU 1TE>EdILLT AU dTiiuvatuuvll Prugidiniie uiiuet giditdgieciiciiu g 1viveis 47/ .
- This material reflects only the authors’ view and European Commission is not responsible for any use that may be made of the information it contains. ) ) )
IRIS Project confidential



@

(113
-

m,

EME — CERT/CSIRT authority view

Dashboard

Audit

Threats

Sharing

MiSP

Settings

(0 iris

A== &N

Hi Admin e

Threats last 24 hours - 22 May

Threats per month

Threat types percentages per month

150 200 Y
3 \
120 £ 150 'Y . . .
2
§ ;t, 100 o . .
.E €0 'E .
5" 50 ey — .\
30 . ,o/. 4 .\o/ o<~
0 g—o— . L] ® .
0 @SLS/TLS @ Trojan Gapz @ SSH Brute force @ APR Spooling
02 May 05 May 08 May 1 May 14 May 17 May 20 May @ Trojan 2
jan Zusy
06:00 @ Attacks @ Vulnerabilities
Search category: b Search text: O‘
Cl Critical o . "
ID Threat type Threat description Risk Detected on Shared by TC Location Response
type infrastructure
37 Transport Tramway attack SSH Brute-Force 79% 10/03/2023 - 10:24 ceT CATALONIA-CERT Barcelona -_l
36 Transport Tramway attack ARP Spoofing - MitM 79% 10/03/2023 - 10:24 ceT CATALONIA-CERT Barcelona -_l
35 Transport Tramway attack ICMP Flood - DDoS 59% 10/03/2023 - 10:24 ceT CATALONIA-CERT Barcelona !l
34  Transport Tramway vulnerability SSL/TLS: Deprecated TLS v1.0 ... More  24.75% 10/03/2023 - 10:23 CcEeT CATALONIA-CERT Barcelona -_I
33 Energy Energy CI attack SSH Brute-Force 70% 9/3/2023 - 11:20 ceT CERT-UAM Madrid EI
32 Transport Railway attack ICMP Flood - DDoS 30% 8/3/2023 - 11:20 ceT AndaluciaCERT Seville !l
31 Transport Railway attack ARP Spoofing - MitM 30% 8/3/2023 - 11:20 ceT AndaluciaCERT Seville E]
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EME — CERT/CSIRT authority view ‘

1"\ 1
(#%  Dashbosrd (w. RIS Hi Admin N

& D " Threats 3

s Type 01-09-2024 08:09 Suspicious Unknown Traffic to External host "
Attacks Vulnerabilities

.

A% Sharing

Summary: 192.163.17.115 was observed making anomalous beaconing over Unrecognized to

@ Settings Vulnerabilit Internet host 192.6.199.21. This behavior may indicate a security breach or use of new unexpected /
Status Y non-compliant software on 192.163.17.115 after initial system baseline.
Pending Approved Source: Nightwatch Risk: [[LU  misP: I3  Data Model: STIX/CACAO v2.1
Declined c.. Name: Cl-2 Sector: Telecommunication Location: Barcelona, Spain
Risk Asset Criticality: 4 Device: Ubuniu Device IP: 192,163.17.115
=) = el Action 1: Isolate Host Impact: High Impacted actor: 192.163.17.115
69% - 100% Responses
o 01-09-2024 08:08 Suspicious Anomalous Activity to Internal host ![
Asset Criticality: g &
Summary: 192.160.101.183 was observed making suspicious communications over Unrecognized to
— Internet host 192.42.189.36. This behavior may indicate a security compromise or use of new
From: dd!mm-‘wyy (| 20 unexpected / non-compliant software on 192.160.101.183 after initial system baseline.
Source: Nightwatch Risk: m MISP: m Data Model: STIX/CACAQ v2.1
Until:  dd/mmlyyyy B3
— C.l Name: Cl-1 Sector: Transport Location: Athens, Greece
‘ Q D — | ‘ Asset Criticality: 1 Device: Switch Device IP: 192.160.101.183
JESCrpuon keyworads
Proposed Action 1: Isolate Host  Impact: High Impacted actor: 192.160.101.183
Rocnnneae Artinn 7+ Shitdrwn Haet Ionnact Hinkh  Imnactad actare 107 1480 101 187
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